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I. Discipline Goal and Objectives

Goals:

Formation of theoretical foundations and practical skills in the field of organization and
management of business risks, understanding of economically effective financial and investment
decisions.

Objectives:

- to develop practical skills in organizing and planning risk management, skills in solving various
tasks on the basics of risk management;

- to familiarize with risk monitoring and monitoring of risk impact measures;

- to teach how to perform calculations, forecast, test and verify risk management methodologies;
- to master the main categorical and conceptual apparatus of risk management;

- to analyze risk management methods and risk management measures, monitoring of the risk
management system.

1. PLACE OF THE DISCIPLINE IN THE CPEP STRUCTURE

The academic discipline “b1.B.19 ” belongs to the elective part of the Bachelor's program in
27.03.05 Innovatics, specialization "Management of Innovative and IT Projects and Products™,
formed by participants in educational relations.

To study this academic discipline, knowledge, skills and abilities formed in secondary school
in the disciplines of Social Studies, Economics, Law, Computer Science and Information and
Computer Technologies are required.

List of subsequent academic disciplines for which knowledge, skills and abilities formed by
this academic discipline are necessary: 51.0.14 Management; 51.0.16 Economics
(Microeconomics and Macroeconomics); 51.B.JIB.05.01 Business Planning.

I11. REQUIREMENTS FOR THE DISCIPLINE LEARNING OUTCOMES

The process of mastering the discipline is aimed at forming elements of the following competencies
in accordance with the Federal State Educational Standard of Higher Education and the Educational
Program of Higher Education in the field of study 27.03.05 Innovation Studies, specialization
"Management of Innovative and IT Projects and Products”.

List of Planned Learning Outcomes for the Discipline, Mapped to Competency Achievement

Indicators
Competency Competency Achievement Learning outcomes
Indicator

uc-4 CAl UC-4.2 Knows: the content, goals, objectives and

Capable of commission Demonstrates the ability to plan and principles of developing a program and
the development of project | manage programs and projects project management system; tools and
programs for creating, methods of risk management.
developing, launching to Able to: make decisions under risk
market, and selling conditions.
innovative and IT Possesses: methods and techniques for
products, and monitor their analyzing economic processes using
execution standard models.




IV.  DISCIPLINE CONTENTS AND STRUCTURE

Discipline scope is 5 credits, 108 hrs.
Including pass/fail credit with grade 8 hrs

Formative assessment: pass/fail credit with grade.

4.1. Discipline Content, Structured by Topics, with Indicated Types of Classes and Allocated Academic Hours

Ne Discipline Section/ theme Types of educational activities, including sef- Formative
study, practical sessions, and workload (in hrs) Assessment
s e Formats;
@ | £ Teacher Contact Hrs Summative
| = >
el 8 S Assessment
& |2 Lectures Practical Consultations, Self- | ¢3 Format
Sessions Study Monitoring, | =
Summative 3
Assessment
1 2 3| 4 5 6 7 8 9
1 History of Risk Management Development 2 | 15 2 2 11 | Oral questioning,
testing
2 Classification of Risks 2 | 15 2 2 11 | Oral questioning,
testing
3 Goals, Objectives and Principles of Risk Management | 2 | 15 2 2 11 | Oral questioning
in Management
4 Risk Management Models in Management 2 119 4 4 11 | Oral questioning
5 Models of Standards in the Field of Risk Management | 2 | 19 4 4 11 | Oral questioning
6 | Assessment, Grading, and Risk 2 |17 2 4 1 10 | Oral questioning,
Management Measures Report
7 Interm assessment 2 |8 8 pass/fail credit with
grade
Total: 2nd semester 108 16 18 9 65




4.2.Plan for Out-of-Class Student Self-Study of the Discipline

Self-Study Assessment Self-Study educational and
i . methodological rt
Semester Section, themes Type of Self-study Deadlines I&?f? Tool ethodological suppo
History of Risk Management Consolidation and systematization of 11 Nikanorov, P. A. Risk Management in
- ; End of the . .
Development knowledge on the topic: work with 2nd week Oral Quality Management: A Textbook. —
2 lecture notes, educational and reference of the questioning, |(St. Petersburg: University at the IPA of
literature, with internet sources. testing the Eurasian Economic Union Press,
semester
2019. — 188 pages.
Classification of Risks Consolidation and systematization of 11 |Oral Nikanorov, P. A. Risk Management in
i ; End of the - . .
knowledge on the topic: work with 4th week of questioning, |Quality Management: A Textbook. —
2 lecture notes, educational and reference the testing St. Petersburg: University at the IPA of
literature, with internet sources. the Eurasian Economic Union Press,
semester
2019. — 188 pages.
Goals, Objectives and Principles of [Consolidation and systematization of 11 |Oral Nikanorov, P. A. Risk Management in
; X - : End of the - : .
Risk Management in Management |knowledge on the topic: work with questioning |Quality Management: A Textbook. —
: 6th week of Je
2 lecture notes, educational and reference St. Petersburg: University at the IPA of
: S the . . .
literature, with internet sources. the Eurasian Economic Union Press,
semester
2019. — 188 pages.
2 Risk Management Models in 11 |Oral Nikanorov, P. A. Risk Management in
Management Consolidation and systematization of End of the guestioning |Quality Management: A Textbook. —
knowledge on the topic: work with 10th week St. Petersburg: University at the IPA of
lecture notes, educational and reference |of the the Eurasian Economic Union Press,
literature, with internet sources. semester 2019. — 188 pages.
2 Models of Standards in the Field of |Consolidation and systematization of 11 |Oral Nikanorov, P. A. Risk Management in
. - : End of the - . .
Risk Management knowledge on the topic: work with questioning |Quality Management: A Textbook. —
) 14th week o
lecture notes, educational and reference St. Petersburg: University at the IPA of
. o of the . . .
literature, with internet sources. semester the Eurasian Economic Union Press,

2019. — 188 pages.




Self-Study Assessment Self-Study educational and
Semester Section, themes Type of Self-study Deadlines I&c‘)ra;j Tool methodological support
2 Assessment, Grading, and Risk Consolidation and systematization of 10 |Oral Nikanorov, P. A. Risk Management in
Management Measures knowledge on the topic: work with questioning, |Quality Management: A Textbook. —
lecture notes, educational and reference End of th Report St. Petersburg: University at the IPA of
literature, with internet sources. nd ot the the Eurasian Economic Union Press,
18th week
2019. — 188 pages.
of the
semester
Total: 55
Total self-study load (hr) 65
Including the amount of independent work using e-learning and distance educational B

technologies (hrs)




4.3. Content of Educational Material

Topic 1. History of Risk Management Development
1.1. Definition of the concept of risk

1.2. Definition of the concept of quality management
1.3. Main stages of risk management development

Topic 2. Classification of Risks
2.1. Main directions of risk classification
2.2. Research on the significance of risks for organizations

Topic 3. Goals, Objectives and Principles of Risk Management in Management
3.1. Goals and objectives of risk management in management

3.2. Process approach to risk management

3.3. Principles of risk management in management

3.4. Organizational context (environment) within risk management

Topic 4. Risk Management Models in Management

4.1. General information about risk management models

4.2. Risk management in the ISO 9001:2015 standard model
4.3. Practical implementation of risk-based thinking

4.4. Overview of risk management models in various standards

Topic 5. Models of Standards in the Field of Risk Management
5.1. Overview of standard models in the field of risk management
5.2. Risk management model of the COSO ERM standard

5.3. Risk management model of the ISO 31000 standard

Topic 6. Assessment, Grading, and Risk Management Measures
6.1. Methods for conducting risk assessment

6.2. Risk register and risk assessment matrix

6.3. Risk management measures

4.3.1. List of Seminars, practical sessions and laboratory work

Ne | The | Seminars, practical and laboratory work Load Assessment Tools Developed
me (hr) Competencies
Num Total |Includi (indicators)
ber hrs ng
practic
al
sessions
1 2 3 4 5 6 7
1 1 History of Risk Management 2 - UC-4.2
Development Oral questioning,
1.1. Definition of the concept of risk testing
1.2. Definition of the concept of quality
management
1.3. Main stages of risk management
development
2 2 Classification of Risks 2 — | Oral questioning, uc-4.2
2.1. Main directions of risk classification testing

7




2.2. Research on the significance of risks
for organizations

Goals, Objectives and Principles of Risk
Management in Management

3.1. Goals and objectives of risk
management in management

3.2. Process approach to risk management
3.3. Principles of risk management in
management

3.4. Organizational context (environment)
within risk management

Oral questioning ucC-4.2

Risk Management Models in Management
4.1. General information about risk
management models

4.2. Risk management in the ISO
9001:2015 standard model

4.3. Practical implementation of risk-
based thinking

4.4. Overview of risk management models
in various standards

Oral questioning ucC-4.2

Models of Standards in the Field of Risk
Management

5.1. Overview of standard models in the
field of risk management

5.2. Risk management model of the
COSO ERM standard

5.3. Risk management model of the ISO
31000 standard

Oral questioning ucC-4.2

Assessment, Grading, and Risk
Management Measures

6.1. Methods for conducting risk
assessment

6.2. Risk register and risk assessment
matrix

6.3. Risk management measures

Oral questioning, ucC-4.2

Report

Total hrs:

18

4.3.2. List of topics (questions) assigned for independent work as part of student self-

study

Theme

Assignment

Developed Competencies
(indicators)

CAl

History of Risk
Management
Development
1.1. Definition of
the concept of
risk

Analysis of
Internet sources
and comparison
of definitions of
the term "risk™

UC-4.2: Capable to order
the development of
project programs for the
creation, development,
market launch and sales
of innovative and IT
products and control its
implementation

CAIl UC-4.2: Capable to
plan and manage
programs and projects




4.4. Guidelines for Organizing Students’ Self-Study

Obijective: to determine the role and place of students' independent work in the educational process;
to specify its levels, forms, and types; to generalize methods and techniques for completing specific
types of academic assignments; to explain the assessment criteria.

Academic
assignments

Forms and types

Forms of control

Preparation for a
practical lesson

Study of the material
involving working through
educational literature.

Practical session

Material studying

Study of the material
assigned for self-study.

Test, assessment

Preparation for an
oral informational
message

Search (selection) and
review of literature and
electronic information
sources on an individually
assigned problem.

Practical session, presentation
showcase.

Preparation of a
written informational
report.

Performance of material
collection tasks

Script writing session

Essay
preparation,including
source study and text
writing

Material collection for an
essay

Practical lesson

Compiling a
summary
generalizing table on
the topic

Literature review

Practical lesson

Graphical
representation of the
studied material
(creating schemes,
illustrations,
drawings, graphs,
diagrams)

Material collection using
Power Point, Canva, etc.
platforms.

Practical lesson

Test preparation

Study of the material
assigned for self-study.

Practical lesson

Completing group
and individual tasks

Study of the material
assigned for self-study.

Practical lesson

V.EDUCATIONAL, METHODOLOGICAL, AND INFORMATION SUPPORT FOR THE

DISCIPLINE

a) Main literature

1. benos, II. I'. YnpaBnenue puckamu, CHCTEMHBIN aHaU3 U MoJienrpoBaHue B 3 4. YacTthb
1: yueOnuk u npaktukym st By3oB / I1. I'. benoB. — Mocksa : U3aarensctBo FOpaiit, 2022. —
211 c.— (Bwicmiee oOpazoBanme). — ISBN 978-5-534-02606-1. — Tekct : 3aeKTpOHHBIN //
OopazoBarenbHas miarpopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/490634



https://urait.ru/bcode/490634

2. benos, I1. I'. Ynpasnenue puckamu, CUCTEMHBIH aHaIU3 U MoJenupoBaHue B 3 4. YacTb
2 : yueOHuK u npakTukyM 1ist By3oB / I1. I'. bemoB. — Mockga : U3marensctBo FOpaiit, 2022. —
250 c. — (Bseicmiee obOpazoBanue). — ISBN 978-5-534-02608-5. — Tekct : snmekTpoHHBIN //
O6pasosarenbHas iathopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/490635

3. benos, I1. I'. YnpaBnenue puckamul, CACTEMHBII aHAJIU3 U MojenupoBanue B 3 4. Yacth
3 : yueOHuk u npaktukyMm s By3oB/ II. I'. benoB. — Mocksa : M3gatensctBo FOpaiit, 2022, —
272 c.— (Bwiciiee oOpaszoBanue). — ISBN 978-5-534-02609-2. — Tekcer : »yeKTpOHHBINA //
O6pasosarenbHas iathopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/490636

4. Boponuosckuii, A.B. VYmpaBineHue puckamu : Y4eOHUK M TPAKTUKYM JUIS BY30B /
A. B. Boponmosckuii. — 2-¢ n3a. — Mocksa : U3aarensctBo FOpaiit, 2022. — 485 ¢. — (Bricmiee
obpaszoBanue). — ISBN 978-5-534-12206-0. — Tekct : snekrponHsnii // OOpa3oBarenbHas
mwiatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/489580

[kypxko, B. E. Ympasnenue puckamu nmpoekTa : yueoHoe nmocodue s By3os / B. E. llIkypko ;

noJ Hay4yHoi penakuueit A. B. 'pebenkuna. — 2-e uzn. — Mocksa : M3natenbctBo FOpaiir,
2022. — 182 c. — (Bricuiee oopazoBanme). — ISBN 978-5-534-05843-7. — Tekcr : 25IeKTpOHHBII
// Obpa3zoBarenbHas wiatpopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/493673

The following literature is also recommended:

1. Barkun, B. H. Puck-menemxment : yaeOnuk / B.H. Bsarkun, B.A. 'am3a, ®.B. MaeBckuii.
— 2-¢ m3x., nepepad. u gon. — Mocksa : MzmarensctBo FOpaiit, 2022. — 365c. — URL:
https://urait.ru/bcode/489098

2. 3unoBbeB, B. E. Ynpasnenue puckamu : yuebHoe nocodue / B. E. 3unoBseB. — PocTos-
Ha-Jlony : PI'VIIC, 2019. — 67 c. — URL.: https://e.lanbook.com/book/159394

3. JIrobumona, T.A. Puck-meHemxmeHT : yuebHoe nocobue. — Mpkyrck : M3a-so UI'Y, 2014.
— 169 c. — URL.: https://isu.bibliotech.ru/Reader/Book/2015111011413427463600006696 Pycak, O.
H. Vnopasnenue puckom. Beenenue B puckomnoruto : yueOHoe mocodue / O. H. Pycak. — CaHkT-
[MerepOypr : CIIGIJITY, 2013. — 44 ¢. — URL: https://e.lanbook.com/book/45575

4. Hukanopos, 1. A. YnpaBnenue puckamMu B MeHEDKMEHTe kadecTBa: yueOHuk.— CIIO.:
W3n-Bo Yuuepcureta mpu MITA EBpA3DC, 2019. — 188 c.

A series of author's video lectures and practical video classes on the youtube.com platform
1. http://youtu.be/vZLWZgAlaNE BBenenue B TMHEHHOE TPOTpaMMHPOBaHHE.
2. http://youtu.be/MF6WOrMp300 Dnementsl Teopuu urp. Jlekmmus 1.
3. http://youtu.be/Dg-7QliLI6U DnemenTs! Teopun urp. Jlexmms 2.
4. http://youtu.be/p9K3Rg31Zms Moaenu THHAMUYECKOTO TIPOTPAMMHUPOBAHHSL.
5. http://youtu.be/SRIME6fk3UM CereBas onTuMu3anus.

b) databases, search and reference systems, and information systems

1. ObC D43 «bubamnorex». 'ocynapcrBennsbiit konTpakT Ne 019 ot 22.02.2011 r. OOO
«bubnuorex». Jlunensnonnoe cornamenue Ne 31 ot 22.02.2011 r. Aapec gocrymna:
https://isu.bibliotech.ru/ Cpoxk netictus: ¢ 22.11.2011 r. 6eccpodHsbIii.

2. OBC «Pykont» Kontpaxt Ne 98 ot 13.11.2020 r.; Akt Ne 0K-5415 ot 14.11.20 r. Cpox
nevicteus o 13.11.2021r. mocrym: http://rucont.ru/

3. ObC «M3natensctBO Jlanb». OO0 «M3narensectBo Jlanby. MHopmarmonHoe mucbMo Ne
128 o1 09.10.2017 r. Cpok mericTBus: Geccpounbiii. Anapec mocrtyma: http://e.lanbook.com/

4. ObC «Hanunonanbhslil nugposoii pecypc «Pykont». LIKb «bubkom». Kontpakr Ne 04-E-
0343 ot 12.11.2021 r. Aapec mocryma: http://rucont.ru/

5. OBC «Aiibykc.py/ibooks.ru». OO0 «Aiibyke». Kontpakr Ne 04-E-0344 ot 12.11.2021 r;
Axt ot 14.11.2021 r. Anpec mnocryma: http://ibooks.ru

6. DnexkrponHo-oubmoteynas cucrema «3bC FOpaiity. OO0 «DneKTpoHHOE U3/1aTEIBCTBO
IOpaiit». Kortpakt Ne 04-E-0258 ot 20.09.2021r. Anpec mocryma: https://urait.ru/

10


https://urait.ru/bcode/490635
https://urait.ru/bcode/490636
https://urait.ru/bcode/489580
https://urait.ru/bcode/493673
https://e.lanbook.com/book/159394
https://isu.bibliotech.ru/Reader/Book/2015111011413427463600006696
https://e.lanbook.com/book/45575
http://youtu.be/vZLWZgA1aNE
http://youtu.be/MF6W0rMp30o
http://youtu.be/Dq-7QIiLI6U
http://youtu.be/p9K3Rq31Zms
http://youtu.be/5RiME6fk3UM
http://rucont.ru/
http://e.lanbook.com/
http://rucont.ru/
http://ibooks.ru/
https://urait.ru/

VI. MATERIAL AND TECHNICAL SUPPORT FOR THE DISCIPLINE

6.1. Educational and Laboratory Equipment

HaunmeHoBaHue
cHenmHaJIbHbIX
noMelleHni u

MoMeIleHnH 1JIst

CaMOCTOATEIbHOM
padoThI

OcCHAIIEHHOCTh CIeNHAJIbLHBIX
MoOMeIleHNI W MOMeIeHni st
€CaMOCTOATEIbHOM PadoThI

IlepeyeHs JUIIEH3HOHHOTO MPOTPAMMHOTO
ooecrieuennsi. PeKBU3HTEI
MOATBEPKIAIIEro TOKYMEeHTAa

VYuebnas
AyIUTOPHS IS
TIPOBEACHUS
3aHATHI
JIEKIIMOHHOTO THIIA

Aynutopus obopyaoBaHa
CIEeHaTH3UPOBAHHON (Y1eOHOI) MeOebIo
Ha 48 CTYICHTOB U TEXHUYECKUMHU
CpeACTBaMHU O0YUCHHUS, CITYKAIUMU TS
NpeACTaBICHUS yueOHON HHpOpMan
Oonbinoi aynuropun Komrmekr
JIEMOHCTPaLMOHHOTO 000PYIOBaHUS
BKJIFOYAET:

1.TIK HP Elite 8300 SFF i5
3470/4Gb/1Th/DVDRV/kb/m/DOS/Solenoid
Lock and Hood Sensor (RUS)

2. Mounwutop Viewsonic TFT 20"
VA2014WM glossy-black 5ms 20 00:1
250cd M/M

3. IIpoexTop Epson EB-1830

4. Kosnonku aktuBHbie Genius SP-S110
YepHbIE

5. PassetButenp Buaeocurnana Aten VS92A
2- port VGA

OcHallieHa y4eOHO-HArJISAHBIMU TOCOOUSIMU
1 3JIEKTPOHHBIMH MPE3CHTAIUIMH,
00eCeunBaOIIMMHU TeMATHYECKHE
WLTIOCTPALMH 110 BCEM TEMaM, yKa3aHHbBIM B
paboueii mporpaMme JUCIUILUTAHBI

BA30BBI YCTAHOBOYHBIN
KOMIUJIEKT IIO:

Office 2007 Russian OpenL.icensePack
NoLevel AcademicEdition — morosop ¢ 3A0
"CodrJlaita Tpeiin" Tr026664 ot 17.05.2007
Project Standard 2007, Access 2007 -
IIporpammsl akageMU4ECKOrO
cotpyanuuectsa ¢ Microsoft DreamSpark
Premium Electronic Software Delivery. —
noroBop ¢ 3A0 "CodrJlaita Tperin"
Tr000023480 ot 19.05.2015

Omneparronssie cuctemsl Windows mo
JMLEH3UOHHBIM ITPOTpaMMaM IIPEIyCTaHOBKU
OEM, IIporpamMmsl akajeMHU4€CKOTr0
corpyanuuectBa ¢ Microsoft MSDN AA .-
norosop ¢ 3A0 "CodrJlaiin Tpeiia" Tr017431
ot 15.05.2008

Onepanyonnsie cuctembsl Windows no
JIMUEH3UOHHBIM [TPOTrpaMMaM MPeyCTaHOBKU
OEM, [IporpamMmmsl akaieMHU4€CKOTr0
corpyaandectBa ¢ Microsoft DreamSpark
Premium Electronic Software Delivery. —
noroBop ¢ 3A0 "CodrJlaitn Tpeiin"
Tr000031723 ot 05.08.2015

AHTHBUpYCHBIE IporpamMmsl - [IpaBa Ha
nporpammsl 1ist 9BM drWeb Server Security
komrutekcHast 3amura 12011k (1 nunensuro 3a
roxa) murpanus ¢ no3akynkoii(LBW-BC-12M-
120:119-C4) — norosop ¢ 3AO "CodrJlaiin
Tpeiin" 13982/MOC2957 ot 22.01.2016
ApxuBatopsl WinRAR: 3.x: Standard Licence
- st ropumaeckux jui 100-199 nmunensuit —
norosop ¢ 3A0 "Co¢rJlaiin Tpetin"
Nel15422/IRK11 ot 05.02.2010

CereBas KIIMeHTCKas 4acThb [IpaBa Ha
nporpammsbl a1t 9BM Windows Server CAL
2012 Russian OLP NL Akademic Edition
Device CAL 120 nuuenswuii — goroBop ¢ 3A0
"Co¢rJlaita Tpeiin" 13512/MOC2957 ot
29.10.2015

MesxkcereBoii 5kpaH, GpyHKIHoHaN Proxy -
IIpaBo ucnonas3zoBanus nporpamMm aias 9BM
Traffic Inspector GOLD nbrotHast — 10roBop ¢
3AO0 "CodrJlaitn Tperin" Tr044356 ot

11




27.08.2013

IIpaBo ucnonap3oBaHus nporpamMm ainst 9BM
Mponnenne Traffic Inspector GOLD Special
Ha 1 rox — norosop ¢ 3A0 "CodrJlaitn
Tpeiin" Tr000112196 ot 29.09.2016

VYuebnas
AyIUTOPHS IS
TIPOBEACHUS
3aHATHI
CEMHHApPCKOTo
THIIA

Aynutopus obopyaoBaHa
CIEeHATH3UPOBAHHON (YIeOHOIT) MeOebIo
Ha 48 CTYICHTOB U TEXHUYECKUMHU
CpeACTBaMHU 00yUYCHUS, CITYIKAIIMH IS
MpeCTaBICHUS yueOHOM HHPOPMALUH
OOJIBIION ayAUTOPHH

KoMIIeKT 1eMOHCTPAIHOHHOTO
obopynosanust Bkitouaer: 1.ITK HP Elite
8300 SFF i5
3470/4Gb/1Th/DVDRV/kb/m/DOS/Solenoid
Lock and Hood Sensor (RUS)

2. MonuTtop Viewsonic TFT 20"
VA2014WM glossy-black 5ms 20 00:1
250cd M/M

3. IIpoexTop Epson EB-1830

4. Kosnonku aktuBHbie Genius SP-S110
YepHbIe

5. PasBetButens Buacocurnana Aten VS92A
2- port VGA

BA30BBII YCTAHOBOYHBIN
KOMIUJIEKT IIO:

Office 2007 Russian OpenL.icensePack
NoLevel AcademicEdition — gorosop ¢ 3A0
"CodrJlaitn Tpeiin" Tr026664 ot 17.05.2007
Project Standard 2007, Access 2007 -
[Iporpammbl akageMHYECKOT0
cotpyaaundecta ¢ Microsoft DreamSpark
Premium Electronic Software Delivery. —
noroBop ¢ 3A0 "CodrJlaita Tpeiin”
Tr000023480 ot 19.05.2015

Omnepanuonnsie cuctemsr Windows mo
JIMILEH3UOHHBIM MPOTPaMMaM peyCTaHOBKH
OEM, IIporpaMmBbI akaIeMHUIECKOTO
corpyaandecta ¢ Microsoft MSDN AA.-
norosop ¢ 3A0 "CodrJlaiin Tpeiin” Tr017431
ot 15.05.2008

Oneparponnsie cuctemsr Windows mo
JIMLEH3UOHHBIM MIPOTpaMMaM IpeyCTaHOBKH
OEM, IIporpaMMBbI akaIeMHUIECKOTO
cotpyaaudecta ¢ Microsoft DreamSpark
Premium Electronic Software Delivery. —
norosop ¢ 3A0 "CodrJlaiin Tpeiig"
Tr000031723 ot 05.08.2015

AHTHBUpYCHBIE IporpamMmel - [IpaBa Ha
nporpammsl 11t DBM drWeb Server Security
komiutekcHas 3amura 12011k (1 nuiensuro 3a
rox) murparus ¢ go3akynkoii(LBW-BC-12M-
120:119-C4) — norosop ¢ 3A0 "CodrJlaiin
Tpeiin" 13982/MOC2957 ot 22.01.2016
ApxuBatopst WInRAR: 3.x: Standard Licence
- i ropugudeckux uin 100-199 munensuit —
noroeop ¢ 3A0 "CodrJlaita Tpeiin”
Nel15422/IRK11 ot 05.02.2010

CereBas KiIMeHTCKas 4acTb [IpaBa Ha
nporpammbl st 9BM Windows Server CAL
2012 Russian OLP NL Akademic Edition
Device CAL 120 nunensuii — gorosop ¢ 3A0
"Cod¢rJIaitu Tpeiin" 13512/MOC2957 ot
29.10.2015

MesxkcereBoii 5kpaH, pyHKIHOHAT Proxy -
IIpaBo ucnonp3zoBanus nporpamMm s 9BM
Traffic Inspector GOLD nbrotHast — A0roBop ¢
3A0 "CodrJlaitn Tpeiin" Tr044356 ot
27.08.2013

[IpaBo ucmons30Banus mporpaMm st O9BM
Ipomnenue Traffic Inspector GOLD Special
Ha 1 rox — moroBop ¢ 3A0 "CodrJlaiin
Tpeiig” Tr000112196 ot 29.09.2016
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Aynauropust st
TPYIIOBBIX U
WHIUBUAYATbHBIX
KOHCYJIbTallUH,
TEKYIIEro
KOHTPOJIS U
MIPOMEKYTOUHOH
aTTecTaIun

Aynuropust 000pynoBaHa
crenuaIM3upoBaHHoN (yueOHOH) MeOenbio
Ha 11 ctyneHros, 5 pabouux mecr,
OCHAIIIEHHBIX KOMIIBIOTEPAMHU C
MOJKIIoueHNeM K cetu «MHTepHeT» U
obecneuerneM pocrymna B SUOC ®I'BOY
BO «UI'Y». 1. 5 pabounx mect CrcTeMHBIH
6mox HP compad dc7800SFF Dual Core PE-
2180, 4 Gb DDR2 PC6400, 160GB SATA
3.0 HDD

2. Monwutop XK (LCD) gucnneit 17,0"
ViewSonic "VA703m" 1280x1024, 8mc,
TCO"03, cepebp-uepHsbiii (D-Sub, MM)

3. [IpunTep MHOroyHKIMOHAIBHOE
ycrpoiictBo Hewlett-Packard LaserJet 3055
All-in-One ojna mTyKa.

BA30BBI YCTAHOBOUHBIN
KOMIUJIEKT I1O:

Office 2007 Russian OpenL.icensePack
NoLevel AcademicEdition — morosop ¢ 3A0
"Co¢rJlaita Tpeiin" Tr026664 ot 17.05.2007
Project Standard 2007, Access 2007 -
IIporpammsl akageMU4ECKOTIO
corpyaanaectBa ¢ Microsoft DreamSpark
Premium Electronic Software Delivery. —
noroBop ¢ 3A0 "Co¢rJlaita Tpern"
Tr000023480 ot 19.05.2015

Onepanyonnsie cuctemsl Windows no
JMLEH3UOHHBIM [TPOTrpaMMaM IIPeyCTaHOBKU
OEM, IIporpaMmsbl akaieMU4ECKOTo
corpyanuuectBa ¢ Microsoft MSDN AA.-
norosop ¢ 3A0 "Co¢rJlaiin Tpeiig" Tr017431
ot 15.05.2008

Omneparonssie cuctemsl Windows mo
JWMLEH3UOHHBIM ITPOTpaMMaM IIPEIyCTaHOBKU
OEM, [IporpamMmsl akajeMHU4€CKOTr0
cotpyanuuectsa ¢ Microsoft DreamSpark
Premium Electronic Software Delivery. —
norosop ¢ 3A0 "CodrJlaiin Tpeiin"
Tr000031723 ot 05.08.2015

AHTHBUpYCHBIE IporpamMMmel - [IpaBa Ha
nporpammel 1t O9BM drWeb Server Security
koMImiekcHas 3ammra 12011k (1 jaumeHsuro 3a
roj) Murpanus ¢ qo3akynkoi(LBW-BC-12M-
120:119-C4) — norosop ¢ 3AO "CodrJlaiin
Tpeitn" 13982/MOC2957 ot 22.01.2016
Apxusatopst WinRAR: 3.x: Standard Licence
- st ropuauaeckux s 100-199 munensuii —
norosop ¢ 3A0 "CodrJlaiin Tpetin"
Nel15422/IRK11 ot 05.02.2010

CereBas KIIMeHTCKas 4acThb [IpaBa Ha
mporpammel 1t 9BM Windows Server CAL
2012 Russian OLP NL Akademic Edition
Device CAL 120 naunen3uit — gorosop ¢ 3A0
"CodrJlaita Tpeiin" 13512/ MOC2957 ot
29.10.2015

MesxceTeBoit 3kpaH, GyHKIHOHAT Proxy -
[IpaBo ucmons30Banus IporpamMm st OBM
Traffic Inspector GOLD nbprotHas — 10roBop ¢
3A0 "CodrJlaita Tpeiin" Tr044356 ot
27.08.2013

IIpaBo ucnonas3zoBanus nporpamMm ainst 9BM
[pomnenue Traffic Inspector GOLD Special
Ha 1 rox — noroBop ¢ 3A0 "CodtJlaitn
Tpeiin" Tr000112196 ot 29.09.2016

TTomemienne nis
CaMOCTOSTEILHOM
paboTHI CTYIEHTOB

O0opynoBaHO CIICIIATH3UPOBAHHOM
(yueOHnoit) Mmebenpro Ha 10 cTyneHTOB,
OCHAIIEHO KOMIIBIOTEPHON TEXHUKOMH,
MOUTIOYEHHOM K ceTu HTepHeT n
obecrieuenHoi goctynom B SOC UT'Y

BA30BBI YCTAHOBOYHbIM
KOMIUIEKT IIO:

Office 2007 Russian OpenL.icensePack
NoLevel AcademicEdition — morosop ¢ 3A0
"CodrJlaita Tpeiin" Tr026664 ot 17.05.2007
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1. Cucremnsriii 610k Think Centre M80
Series SFF B xommexre: Intel® Core™ i3-
540 Clarkdale 2.93GHz / 1333MHz / Dual
Core™ / 4M/73W / LGA 1156/32nm/4GB
PC3-10600 SDRAM x 2 /250 GB, 7200RPM
SATA

Project Standard 2007, Access 2007 -
[IporpamMmbl akageMHYECKOTO
cotpyaaundectsa ¢ Microsoft DreamSpark
Premium Electronic Software Delivery. —
norosop ¢ 3A0 "CodrJlaitn Tpetin"
Tr000023480 ot 19.05.2015

Omnepannonnsie cuctemsl Windows 1o
JMIEH3MOHHBIM IIPOrpaMMaM NpeIyCTaHOBKH
OEM, IIporpaMMBbI akaIeMHIECKOTO
cotpyaamndectsa ¢ Microsoft MSDN AA.-
norosop ¢ 3A0 "CodrJlaiin Tpeiig" Tr017431
ot 15.05.2008

Onepanmonnsie cuctemsr Windows mo
JMLEH3UOHHBIM [TPOTrpaMMaM IpeyCTaHOBKU
OEM, IIporpamMMbI aKaieMH4E€CKOTO
cotpyaauuecta ¢ Microsoft DreamSpark
Premium Electronic Software Delivery. —
noroBop ¢ 3A0 "CodrtJlaita Tpeiin"
Tr000031723 ot 05.08.2015

AHTHBHpYCHBIE IporpamMMsI - [IpaBa Ha
nporpammsl 111 DBM drWeb Server Security
komrutekcHas 3amura 12011k (1 nunensuto 3a
rox)

/DVD RW - 10wt

2. MonuTtop XK (LCD) - moruTop 20.0
ViewSonic "VA2013w" 1600x900, 5mc,
TCO 03, yepusrii (D-Sub) - 101t

3. IIpuntep HP LaserJet 5000N, A3, 22ppm,
32 MB, 250&500 sheet feeder, JetDirect
615n prn svr

4. Tlpunrep HP LaserJet 5100th, A3, 22ppm,
32 MB, 250&500 sheet feeder, JetDirect
615n prn svr

murpaiys ¢ go3akynkoii(LBW-BC-12M-
120:119-C4) — norosop ¢ 3A0 "CodrJlaiin
Tpeiin” 13982/MOC2957 ot 22.01.2016
ApxuBatopst WInRAR: 3.x: Standard Licence
- i ropugudeckux uin 100-199 mumensuit —
noroeop ¢ 3A0 "CodrJlaita Tpeiin”
Nel15422/IRK11 ot 05.02.2010

CereBas KIIMeHTCKas 4acThb [IpaBa Ha
nporpammsl 1t 9BM Windows Server CAL
2012 Russian OLP NL Akademic Edition
Device CAL 120 nunensuii — qorosop ¢ 3A0
"Cod¢rJlaiin Tpeiin" 13512/MOC2957 ot
29.10.2015

MesxceTeBoit 3kpaH, GyHKIIHOHAT Proxy -
IIpaBo ucnonb3oBanus nporpamm st 9BM
Traffic Inspector GOLD nbroTHast — 10roBop ¢
3A0 "CodrJlaitn Tpeiin" Tr044356 ot
27.08.2013

[IpaBo ucmons30Barus mporpaMm st O9BM
Ipomnenue Traffic Inspector GOLD Special
Ha 1 rox — noroBop ¢ 3A0 "Codt1Jlaitn
Tpeiig” Tr000112196 ot 29.09.2016

6.2. Software:

YHuBepcuter odecrnedeH He00X0AUMBIM KOMIIEKTOM JIMLIEH3UOHHOTO U CBOOOHO
pacIpoCTpaHsIeMOTo IMPOTPAMMHOTO OOECTICYSHHSI, B TOM YHUCIIE OTEUECTBEHHOTO MPOU3BOICTBA!
1. Bazosiii ycranoBouHbId KoMIuiekT 1mo: Office 2010 Ycnyru nmo npepocraBieHuIo mpasa

ucnonb3oBanus mporpammel Microsoft Desktop Edu ALNG LicSAPk OLV E 1Y Acdmc Ent.,
39-munensuii anst BMBII UT'Y. Jlorosop Ne 03-K-1131 o1 29.11.2021 KOCT'Y 226.4
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2. Project Standard 2007, Access 2007 — IToamucka UT'Y Azure Dev Tools for Teaching
subscription (Visio, Projekt) 1 Year. Microsoft Corporation, One Microsoft Way, Redmond,
WA 98052. Expiration Date March 31, 2023.

3. Microsoft Project Professional 2010, IToxnucka UT'Y Azure Dev Tools for Teaching
subscription (Visio, Projekt) 1 Year. Microsoft Corporation, One Microsoft Way, Redmond,
WA 98052. Expiration Date March 31, 2023.

4. Omneparnmonnsie cucteMbl Windows’7, Windows’ 10 Yciryru o npeaocTaBiIeHHIO TpaBa
ucnonp3oBanus mporpammel Microsoft Desktop Edu ALNG LicSAPK OLV E 1Y Acdmc Ent.,
39-munenswmii st BMBII UT'Y. ToroBop Ne 03-K-1131 ot 29.11.2021 KOCT'Y 226.4

5. AnruupycHsie nporpammsl - Dr.Web nponenne JJorosop Ne Tr000582689/03-E-0043 ot 05
depainsa 2021 r. caer Ne Tr000582689 ot 08 deBpans 2021

6. Apxuatopsl WINRAR: 3.x: Standard Licence - ais ropuauueckux jui 100-199 nunensuit —
npmiok. Nel x gor Nel15422/IRK11 3A0 "CodrJlaita Tpeiin" ot 05.02.2010

7. CereBas kinMeHTCKas 4acth [IpaBa Ha nporpammel it 9BM Windows Server CAL 2012
Russian OLP NL Akademic Edition Device CAL 120 muuensuii - cuer Tr000051059 3A0
"Co¢rJlaita Tpeiin" ot 27.10.2015

8. MexceteBoii 5kpaH, pyHkuoHan Proxy - [IpaBo ucnonb3oBanus mporpamm aiast DBM Traffic
Inspector GOLD neroraas cuer Tr005456 3A0 "CodrJlaita Tpeiig" ot 27.08.2013

9. Traffic Inspector GOLD Special* na 5 ner Joroop PC3-0000276 ot 16.11.2021 KOCI'Y
226.4 [lpoasienune NUIEH3UN

6.3. Technical and Electronic Learning Tools:

MynbTHMeAUIHBIE CPEICTBA U APYTas TEXHUKA JIS MPE3eHTAlNi y4eOHOTO MaTepHana:

1. Hacromnsusrit [TK HP ElliteDesk 800 G4 SFF Intel Core i5 8500
(3Ghz)/8192Mb/1000Gh/DVDrw/war 3y/W10Pro +V

2. MounuTop ViewSonic 21,5" VA2245a - LED [LED, 1920x1080, 10M: 1 5wmc, 170rop,
160Bep, D-Sub]

3. ITpoekTop Nec M420X LCD 4200ANSI Lm XGA 2000:1 namna 35004. Eco mode

HDMI USB Viewer RJ-45 10W 3,6 kr

4. Kononkwu Jetbalance JB-115U 2.0 uepusie (4W)

5. PazBerBuTens Bugeocurnana Aten VS92A 2- port VGA

[TepedeHp UCTIONB3YEMOTO JIMIIEH3HOHHOTO IPOTPAMMHOTO 00eCTIeUeHUSI:

1. Office 2010 mo mporpamme akageMuueckoro corpyanndectsa ¢ Russian Microsoft

Desktop Education AllLng License/Software Assurance Pack Academic OLV 1License
LevelE Enterprise

2. Project Standard 2007, Access 2007 — o mporpamMme akaJeMHUYECKOTO COTPYAHHYECTBA C
Microsoft DreamSpark Premium Electronic Software Delivery.

3. Microsoft Project Professional 2010, Microsoft Visio Professional 2010 o mporpamme
akazemmuyeckoro corpyanudectsa ¢ Microsoft Imagine Standart Electronic Software Delivery mpu
coaeiicteuu [THUT UT'Y.

VIl. EDUCATION TECHNOLOGIES

In accordance with the requirements of the Federal State Educational Standard (FSES) for the field
of study, the implementation of the competency-based approach involves the extensive use of active
and interactive forms of conducting classes (computer simulations, business and role-playing
games, case studies) in the educational process, combined with extracurricular work, to form and
develop students’ professional skills. The curriculum includes meetings with representatives of
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Russian companies, state and public organizations, as well as master classes by experts and
specialists.

The teaching of the discipline involves the use of the following educational technologies:
Conducting classroom sessions using multimedia technologies, audio and video materials;

- Conducting lectures in the form of problem-based lectures, lecture-discussions (if necessary — in
the form of webinars with recording for subsequent viewing);

- Using a problem-oriented approach through independent work assignments;

- Test technologies on the "Gekadem" distance learning platform of the Baikal International
Business School,

- Applying interactive learning technologies, such as group discussions, work in small groups;

- Conducting master classes with specialists;

- Students completing tests and independent work assignments.

The proportion of classes conducted in interactive forms — practical classes — is determined by the
main goal (mission) of the program, the characteristics of the student body, and the content of
specific disciplines (determined by FSES requirements, taking into account the specifics of the
main professional educational program). The proportion of lecture-type classes for relevant student
groups is determined by the corresponding working curriculum in accordance with FSES
requirements.

Distance technologies used in the implementation of various types of academic work:
- Individual communication with students via the instructor's email;

- Use of the ISU educational portal https://educa.isu.ru/ and the platform of the Baikal International
Business School "Gekadem" to organize current monitoring of academic progress and attendance.

VIIl. MATERIALS FOR FORMATIVE AND SUMMATIVE ASSESSMENT
The assessment fund for the discipline "Business Risk Management" is a set of
assessment materials for conducting current control, including intermediate student assessment,
and is presented as a section of the program.

8.1. Assessment Tools Used for Summative Assessment
Entrance testing in the discipline is not conducted, as basic school knowledge in social
studies and law is sufficient for mastering the discipline.

8.2. Assessment materials (tools) that provide diagnostics of the formation of discipline
competency indicators

Ne Formats of Assessment Tools Assessed themes Assessed competencies/
(sections) indicators

1 2 3 4

L ol questioning Topics 1-6 uc-4.2

2 Report Topics 6 ucC-4.2

3 Test Topics 1, 2 ucC-4.2
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8.3. Types of assessment tools used for current control and intermediate certification

The list of assessment tools used to evaluate competencies at various stages of their
formation, as well as a brief description of these tools, is provided in the table

Ne | Assessment tool | Brief description of these tools Presentation of the
evaluation tool
1 | Oral questioning | A tool for monitoring independent work or the Questions for oral

assimilation of practical session results, organized asa | questioning on the
specialized conversation between the instructor and a topics (sections) of
student on topics related to the discipline, designed to the discipline
ascertain the extent of the student's knowledge on a
specific section, topic, question, etc.

May be used for assessing students' abilities, skills,
and/or practical experience.

3 | Report A product of a student's independent work, which is a Topics for reports
public presentation or written report presenting the
results of research on a specific educational-practical,
educational-research, or scientific problem.

May be used for assessing students' knowledge,
abilities, skills, and/or practical experience.

4 | Test A system of standardized tasks allowing for the List of test tasks
automation of the procedure for measuring a student's
level of knowledge and abilities. Completed by the
student in the "Gekadem" LMS. The test contains 25
questions, drawn from a bank of 100 questions, with a
completion time of 45 minutes and 1 attempt allowed.
May be used for assessing students' knowledge and

abilities.
5 | Interm A tool allowing for the assessment of a student's List of theoretical
assessment knowledge, abilities, skills, and/or practical experience | gquestions and
in the discipline. Conducted orally in the form of an practical credit tasks

interview based on topics from section 8.6, or in the
form of a test in the Gekadem LMS. Preparation time is
45 minutes.

May be used for assessing students' knowledge,
abilities, skills, and/or practical experience.

8.4. Criteria for Assessing Competency Formation during Intermediate Certification
and Current Control
Oral questioning:

Grading Scale Description of the Result (Answer) Competency
Level

86 — 100 points The student's answer reflects the main concepts and theories on High
the topic, includes their critical analysis and comparison, and the
described theoretical propositions are illustrated with practical
examples and empirical data. The student formulates and
substantiates their own point of view on the stated problems. The
material is presented using professional language and the
appropriate system of concepts and terms.
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71 — 85 points

The student's answer describes and compares the main modern
concepts and theories on the topic. The described theoretical
propositions are illustrated with practical examples. The student
formulates their own point of view on the stated problems but
experiences some difficulty in arguing it. The material is
presented using professional language and the appropriate
system of concepts and terms.

Baseline

61 — 70 points

The student's answer reflects only some modern concepts and
theories on the topic; analysis and comparison of these theories
are not conducted. The student experiences significant difficulty
in illustrating theoretical propositions with practical examples.
The student lacks their own point of view on the stated
problems. The material is presented using professional language
and the appropriate system of concepts and terms.

Minimal

0 — 60 points

The student's answer does not reflect modern concepts and
theories on the topic. The student cannot provide practical
examples. The material is presented inconsistently and
illogically; concepts and terms from the relevant scientific field
are not used. The answer reflects the student's system of non-
professional views on the stated problem; the student cannot
name a single scientific theory or define basic concepts.

Competencies not
formed

Report:

Grading Scale

Description of the Result (Answer)

Competency
Level

86 — 100 points

The problem related to the report (presentation) topic is
identified and its relevance is justified. A concise analysis of
various viewpoints on the issue is provided, and the student's
own position is logically presented. Conclusions are formulated,
and the topic is fully covered.

High

71 — 85 points

The problem related to the report (presentation) topic is
identified and its relevance is justified. The analysis of various
viewpoints on the issue does not reflect all scientifically
substantiated positions. The student's own position or the
formulated conclusions are not entirely logical. The topic is
covered sufficiently.

Baseline

61 — 70 points

The problem related to the report (presentation) topic is
identified, but its relevance is not justified. Analysis of various
viewpoints on the issue is absent. There is a lack of logic and a
defined personal position in formulating conclusions. The topic
is partially covered.

Minimal

0 — 60 points

The subject matter of the report (presentation) topic is not
revealed. Existing viewpoints on the given problem are not
presented. There is no personal point of view. Conclusions are
not formulated.

Competencies not
formed

Test:

Grading Scale

Description of the Result (Answer)

Competency
Level

86 — 100 points

The proportion of correct answers accounts for 86-100% of the
total questions in the test

High

71 — 85 points

The proportion of correct answers accounts for 70-85% of the
total questions in the test

Baseline

61 — 70 points

The proportion of correct answers accounts for 61-70% of the
total questions in the test

Minimal
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0 — 60 points The proportion of correct answers accounts for 0-60% of the Competencies
total questions in the test have not been
formed
Interm assessment:
Grading Scales Grading Criterion Competency Level
86 —100 | Pass The student answered the theoretical questions High
points Excellent correctly. Demonstrated excellent knowledge within

the scope of the course material. Correctly
completed the practical assignments. Demonstrated
excellent abilities and mastery of skills in applying
the acquired knowledge and abilities to solve
problems within the scope of the course material.
Answered all supplementary questions.

71-85 Good The student answered the theoretical questions with | Baseline
points minor inaccuracies. Demonstrated good knowledge
within the scope of the course material. Completed
the practical assignments with minor inaccuracies.
Demonstrated good abilities and mastery of skills in
applying the acquired knowledge and abilities to
solve problems within the scope of the course
material. Answered most supplementary questions.

6170 Satisfactory | The student answered the theoretical questions with | Minimal
points significant inaccuracies. Demonstrated satisfactory
knowledge within the scope of the course material.
Completed the practical assignments with
significant inaccuracies. Demonstrated satisfactory
abilities and mastery of skills in applying the
acquired knowledge and abilities to solve problems
within the scope of the course material. Made many
inaccuracies when answering supplementary

questions.
0-60 Fail The student demonstrated an insufficient level of Competencies not
points knowledge and abilities when answering theoretical | formed

guestions and completing practical assignments for
solving problems within the scope of the course
material. Many incorrect answers were given to
supplementary questions.

8.5. Description of the procedures for conducting intermediate certification and
evaluating learning outcomes

When conducting intermediate certification in the form of a graded pass/fail test, the teacher
may use the results of current progress control during the semester. Assessment tools and typical
control assignments, test tasks used in current control allow assessing the knowledge, skills and
abilities/experience of students in mastering the discipline. In order to use the results of current
progress control, the teacher calculates the average score of the level of formation of the student's
competencies (sum of scores received by the student divided by the number of scores). Testing on
the material studied during the semester consists of 25 questions, the time to complete the test is 45
minutes, the number of attempts is one. Examples of questions for testing are given in clause 8.6.

Intermediate certification in the form of a graded pass/fail test can be conducted by oral
interview using tickets. The ticket contains one theoretical question to assess knowledge and one
practical task to assess skills, abilities and/or experience. Questions and tasks are selected from the
list of typical theoretical questions and practical tasks for the test (clause 8.7). The distribution of
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theoretical questions and practical tasks among examination tickets is in a closed access for
students.

During the test, the student takes a ticket; the student is given time to prepare an answer,
within 45 minutes. During the student's answer to the questions and tasks of the ticket, the teacher
may ask additional questions.

Each question/task of the ticket is assessed on a hundred-point scale, and then the arithmetic
mean of the scores received for each question/task is calculated. The arithmetic mean of the scores
is rounded to an integer according to the rules of arithmetic rounding.

8.6. Demonstration versions of current monitoring assessment tools

Ne | Name of the assessment | Example of the assessment tool

tool
1 | Oral examination Topic 1.
questions on the topics
(sections) of the 1. Name three quotes or proverbs dedicated to risks.
discipline 2. What does an entity base its actions on under conditions of uncertainty

according to the provisions of neoclassical theory?

3. Describe three levels (stages) of the concept of "risk."

4. Provide three definitions of the concept of "risk."

5. How does the standard 1SO 31000 define "risk"?

6. How do the 1SO 9000 series standards define "risk"?

7. Provide three definitions of the concept of "management.”

8. Explain the differences between the concept of "ynpasnenue"
(governance/administration) and the concept of "menemxKMeHT"
(management).

9. Which scientists were the first to research problems of uncertainty and
risks?

10. Which areas of human activity were the first to use the concept of risk
management?

11. What contribution to the development of risk management was made
by the newspaper 'Lloyd's List'?

12. What model was developed by economists James Tobin and William
Forsyth Sharpe?

13. What is the contribution of scientist Harry Markowitz to the
development of risk management?

14. What contribution to the development of risk management was made
by Pierre de Fermat and Blaise Pascal?

15. Define the term "quality management."

16. Define the term "quality management system."

17. What is an integrated management system?

18. Which standards in the field of quality management were among the
first to include provisions related to risk management in their
requirements?

Topic 2.

1. Define speculative risks.

2. Define inflation and deflation risks.

3. What subgroups can be identified within the "production risks"
category?

4. Name the main differences between external political and external
economic risks.

5. What influences how an organization classifies its risks?

6. What can cause dynamic and commercial risks?
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7. How are investment risks classified?

8. What can serve as the basis for the emergence of financial risks?

9. To which group of risks do insurance risks belong?

10. What can commercial risks be associated with?

11. How can the significance of different risk categories for a particular
organization be assessed?

12. To which risk category can a decrease in sales and supply levels be
attributed?

13. To which risks can currency exchange rate dynamics be attributed?
14. To which risks can violations of environmental legislation
requirements be attributed?

15. What are an organization's liquidity risks associated with?

16. Which risk categories will become the most significant according to a
survey conducted by the FERMA association?

17. Indicate the top 5 business risks according to a study conducted by
The Economist magazine.

18. What main risk categories should be considered within the framework
of risk management in quality management?

Topic 3.

1. What factors influence the relevance of risk management?

2. What losses can an organization incur without a risk management
system and why?

3. Provide specific examples of the negative impact of "wrong" decisions
in the field of risk management on organizations.

4. List the stages of an organization's development and give the main
characteristics of each stage.

5. What goals can an organization set for itself in the field of risk
management depending on the stage of development it is at?

6. At what stage of an organization's development does the growth of
business reputation play a significant role?

7. At what stage of an organization's development does the protection of
proprietary financial information play a significant role, and what is this
associated with?

8. What role do the principles of risk management play in the process of
building an effective management system based on risk management?

9. What, in your opinion, formed the basis of risk management principles?
10. How do you understand the principle "risk management is an integral
part of the decision-making process"?

11. How do you understand the principle of "transparency and
inclusiveness” in risk management?

12. Why should risk management be an integral part of all organizational
processes?

13. What negative factors can affect the development of risk management
in a particular country, economy, or region?

14. What is a process?

15. How do you understand the process approach in risk management?
16. What is the main difference between the effectiveness and efficiency
of a risk management process? What should an organization strive to
achieve first and why?

17. What is the (context) environment of an organization?

18. What does the internal environment of an organization consist of?
19. What does the external environment of an organization consist of?
20. What examples of interested parties does the international standard
ISO 9001:2015 provide?
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21. To which group of interested parties do the owners of an organization
belong?

22. To which group of interested parties do regulatory and supervisory
bodies belong?

23. What aspect of an organization's activities does the international
standard 1SO 26000:2010 cover?

24. How can the international standard 1ISO 26000:2010 be used to
identify interested parties?

25. What needs and expectations do an organization's customers have?
26. What needs and expectations do representatives of the local
community have?

27. What needs and expectations do investors have?

28. What needs and expectations regarding the organization's activities
exist among government authorities and local self-government, and how
can the organization meet these needs and expectations?

29. What questions should be asked to determine the parties interested in
the organization's activities and their significance for the organization's
activities?

Topic 4.

1. Which standards in the field of quality management contain
requirements for an organization's risk management?

2. Which aspects of an organization's activities can be managed using
models based on the risk-oriented approach in management standards?

3. What risks are the requirements of the API Spec. Q1 standard focused
on managing?

4. Name the 7 fundamental principles of quality management according to
ISO 9000 series standards.

5. What are the main differences between the ISO 9001:2008 and I1SO
9001:2015 standards?

6. What is the context of an organization, and how does it influence risk
management?

7. What is risk-based thinking, and how does an approach to organization
management based on such thinking differ from risk management?

8. How does the concept of "risk" differ from the concept of "danger"
(hazard)?

9. Provide examples of an organization's external risks and the interested
parties associated with them.

10. Provide examples of an organization's internal risks and the interested
parties associated with them.

11. What is the difference between organizational management systems
built on risk-based thinking and on risk management, respectively?

12. Can risk be considered from a positive point of view as an opportunity
for an organization?

13. What is the PDCA continuous improvement cycle?

14. How are preventive actions and risk management related?

15. What impact do risks have on the continuous improvement of an
organization's activities within the PDCA cycle?

16. What activity does the 1ISO 19600:2014 standard contain
recommendations for?

17. What aspects does the risk management system of the ISO
22000:2018 standard aim to address?

18. For building a quality management system in the production of what
products is the 1SO 13485:2016 standard intended?
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Topic 5.

1. Name 5 standards in the field of risk management.

2. List the main components of the risk management model according to
the COSO ERM standard.

3. Which 1SO 31000 series standard contains methods for risk assessment
and analysis?

4. Give examples of 5 methods for risk assessment and analysis.

5. Describe the main stages of the development and approval of the 1SO
31000 standard within the International Organization for Standardization
(1SO).

6. What factors should an organization consider when developing and
approving a risk management policy?

7. What relationship exists between the level of corporate culture and the
design of an organization's risk management system?

8. What is the (context) environment of an organization, and what is its
significance for risk management in quality management?

9. List the main groups of external interested parties.

10. List the main groups of internal interested parties.

11. What opportunities does consulting with interested parties give an
organization?

12. Describe the main provisions and requirements of the professional
standard for a risk management specialist.

13. Describe the main responsibilities of the management representative
for risk management.

14. Provide examples of cases where third-party organizations may be
involved in the risk management process.

15. What types of surveys exist?

16. Name the main advantages and disadvantages of a structured survey.
17. Name the main advantages and disadvantages of a semi-structured
survey.

18. Provide examples of risk management system documentation.

Topic 6.

1. Give a brief description of the Delphi method.

2. Give a brief description of the HAZOP method.

3. Describe how an Ishikawa (fishbone) diagram is used to determine the
causes of risks.

4. What groups of causes for risk occurrence does the use of an Ishikawa
diagram assume?

5. What is the probability of a risk occurring?

6. What are risk factors?

7. What is the magnitude of the consequence of a risk occurring?

8. What risks are unacceptable?

9. What is the degree (level) of risk?

10. What is the maximum permissible level of risk?

11. What does the maximum permissible level of risk depend on?

12. What is residual risk?

13. What is a risk portfolio?

14. How is a risk map created?

15. How is a risk radar created?

16. How is a risk mitigation action plan developed?
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Report topics

1. The essence of risk, basic elements, causes of occurrence.

2. Objects and subjects of risk.

3. Risk factors.

4. Types of damage from risk.

5. Characteristics of the risk management system. Essence, reasons,
procedures, and form of risk management. Tasks solved in risk
management, rules of risk management.

6. Basic principles of risk management (avoidance, reduction, acceptance,
rejection). Stages of the risk management process (identification and
assessment, comparison of risk treatment methods, selection of risk
treatment methods).

7. Methods of risk identification. Questionnaires, flowcharts, direct
inspection, analysis of financial and management reports. Essence and
role in risk assessment.

8. The essence and methods of risk identification. Values at risk.
Identification of risk factors.

9. Expert procedures used in risk assessment. Risks considered using
expert procedures. Advantages and disadvantages of expert assessments.
General characteristics, methods used, general scheme of expertise.
Methods for coordinating expert assessments.

10. Building a risk profile for company risk assessment.

11. Modeling portfolio risks. Essence and methods of risk management by
different classes of investors.

12. Accounting for risk in managerial decision-making under uncertainty.
Laplace, Wald, Savage, Hurwicz criteria.

13. Sources of risk financing. Cost structure for various risk management
methods. Analysis of the effectiveness of risk management methods —
general approaches, economic criteria.

14. Production risk. Causes of occurrence, structure, essence, management
methods. Organization of production risk management.

15. Risks of non-performance of business contracts. Risks of increased
competition. Risks of unforeseen expenses and reduced income. Risks of
loss of business organization property. Risk of product non-demand.

16. Industrial safety. Risk management in industry. Models for assessing
production risks.

17. Financial risk. Causes of occurrence, essence, management methods.
18. Political risk. Causes of occurrence, essence, management methods.
Models for assessing political risks.

19. Credit risk in commercial and bank lending. Method of accounting and
management.

20. Currency risk. Causes of occurrence, essence, management methods in
the sphere of production and sales.

21. Evolution of the views of scientists and practitioners on the
psychological aspects of risk.

Example of test tasks

1. What is risk assessment?
a) determining the acceptability of risk for the organization

b) the process of comparing the calculated risk with given risk criteria to
determine its significance

c) a qualitative assessment of its probability of occurrence and possible
damage

d) the process of assigning values to probability and damage
2. What is an advantage of expert methods for calculating risks compared
to statistical ones?

a) Ability to calculate financial risks

b) Involvement of qualified experts
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c) Ability to calculate hazard risks

d) Possibility of assessing any risk
3. What type of risk cannot be calculated by statistical methods?

a) Strategic

b) Operational

c) Risk of other hazards

d) Financial
4. What is the key feature of the modern approach to risk management?

a) The availability of developments that allow determining possible
risks for each industry

b) The use of the most modern and accurate mathematical methods

c) Consideration of both positive and negative risks

d) All answers are correct
5. Which of the listed risk assessment methods is based on calculations
and analysis of statistical indicators?

a) probabilistic method

b) decision tree building

c) scenario method

d) sensitivity analysis
6. Which of the listed risk assessment methods is used in situations where
decisions made strongly depend on previous ones and determine scenarios
for further developments?

a) simulation modeling

b) probabilistic method

c) accounting for risks in calculating net present value

d) building a decision tree
7. Which group of risk management methods does forecasting the external
environment belong to?

a) risk compensation methods

b) risk avoidance methods

c) risk localization methods

d) risk diversification methods
8. Which group of risk management methods does insurance belong to?

a) risk avoidance methods

b) risk diversification methods

c) risk localization methods

d) risk compensation methods
9. Which group of risk management methods does distributing risk across
work stages belong to?

a) risk localization methods

b) risk compensation methods

c) risk avoidance methods

d) risk diversification methods
10. Which group of risk management methods does concluding joint
activity agreements for implementing risky projects belong to?

a) risk diversification methods

b) risk avoidance methods

c) risk compensation methods

d) risk localization methods
11. Which group of risk management methods does personnel training and
instruction belong to?

a) risk avoidance methods

b) risk compensation methods

c) risk diversification methods

d) risk localization methods
12. Which group of risk management methods does distributing
responsibility among project participants belong to?

25




a) risk diversification methods

b) risk compensation methods

c) risk localization methods

d) risk avoidance methods
13. Which group of risk management methods does dismissing
incompetent employees belong to?

a) risk localization methods

b) risk diversification methods

c) risk avoidance methods

d) risk compensation methods
14. Which group of risk management methods does creating a system of
reserves belong to?

a) risk avoidance methods

b) risk diversification methods

c) risk compensation methods

d) risk localization methods
15. Which group of risk management methods does creating special
innovation units belong to?

a) risk localization methods

b) risk diversification methods

¢) risk compensation methods

d) risk avoidance methods
16. Which group of risk management methods does distributing
investments in different industries and spheres of activity belong to?

a) risk diversification methods

b) risk localization methods

¢) risk compensation methods

d) risk avoidance methods
17. Risk is...

a) a type of situation that objectively contains a high probability of the
impossibility of achieving a goal

b) the presence of factors where the results of actions are not
deterministic, and the degree of possible influence of these factors on the
results is unknown

¢) a consequence of an action or inaction, as a result of which there is a
real possibility of obtaining uncertain results of various nature
18. Mark losses that can be classified as labor-related.

a) loss of working time

b) decrease in revenue due to price reduction on sold products

c¢) payment of additional taxes

d) failure to meet project completion deadlines
19. Mark losses that can be classified as financial (two answers).

a) loss of securities

b) loss of raw materials

c) failure to meet project completion deadlines

d) payment of a fine
20. Mark losses that can be classified as time losses.

a) failure to meet project completion deadlines

b) loss of securities

¢) payment of a fine

d) decrease in revenue due to price reduction on sold products
21. Mark losses that can be classified as special losses (two answers).

a) payment of a fine

b) damage to health

c) decrease in revenue due to price reduction on sold products

d) damage to reputation
22. Risk analysis is...
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a) systematization of a set of risks based on certain features and criteria
that allow combining subsets of risks into more general concepts

b) systematic scientific research of the degree of risk to which specific
objects, activities, and projects are exposed

c) the initial stage of a set of measures for risk management, consisting
of systematic identification of risks characteristic of a certain type of
activity and determination of their characteristics
23. Risk identification is...

a) systematization of a set of risks based on certain features and criteria
that allow combining subsets of risks into more general concepts

b) the initial stage of a set of measures for risk management, consisting
of systematic identification of risks characteristic of a certain type of
activity and determination of their characteristics

¢) systematic scientific research of the degree of risk to which specific
objects, activities, and projects are exposed
24. Risks that can entail both losses and additional profit are called

a) pure

b) critical

C) speculative
25. The consequences of risk can be

a) rather positive

b) both positive and negative

¢) only negative

8.7. Example of test tasks for Summative Assessment
Examples of questions and tasks for the graded pass/fail test:

a)

O©CoOoO~NO O WN P

theoretical questions:

. Goals and objectives of risk management.

. Main scientific concepts of risk.

. Basic principles of risk management.

. Characteristics of risk factors of the external and internal environment of the organization.
. Content of risk management at an enterprise and stages of business risk management.

. Standards in the field of risk management.

. Risk management service and its place in the organizational structure of the organization.
. Policy and program for risk management.

. Approaches and principles of risk management at an enterprise.

. Concept and essence of risk.

. Classification of types of risk.

. Making management decisions under risk and uncertainty.
. Financial risks.

. Risk diagnostics at an enterprise.

. Characteristics of the risk analysis process.

. Qualitative analysis and assessment of risks.

. Quantitative risk analysis.

. Statistical methods of risk assessment.

. Compiling risk maps as a method of accounting for and analyzing risks.
. Expert methods of risk analysis and assessment.

. Ranking as a method of expert risk assessment.

. Main ways of influencing risks.

. Methods of risk retention and compensation.

. Financial condition of an enterprise and bankruptcy risk.
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25. Bankruptcy risk and methods of forecasting bankruptcy.

26. Methods of risk reduction.

27. Methods of risk transfer.

28. Reserving funds (concept, scope of application). Reserve funds and their forms.

29. Assessment of investment project risks: sensitivity assessment, scenario analysis.

30. Limiting (concept, scope of application).

31. Diversification as a method of risk management.

32. Hedging as a method of risk management.

33. Comparison of risk management methods by effectiveness.

34. Performance criteria taking risk into account.

35. Sources and factors of risk of a production enterprise.

36. Assessment and analysis of risk when carrying out investment activities.

37. Comprehensive risk assessment using a probability tree.

38. Decision-making under complete uncertainty using payoff matrices (or risk matrices).
Wald, Savage, Hurwitz criteria.

39. Information security of an enterprise. Protection of official and commercial secrets.

40. Requirements for organizational and technical measures to protect secrets protected by law.

b) practical task:

Maria Ivanova is the administrator of a hospital in Khomutovo. She decides whether to build a
large extension, a small extension, or no extension at all to the hospital. If the population of
Khomutovo continues to grow, a large extension could bring an annual profit of 1,500 thousand
rubles. If a small extension is built, it could bring the hospital 600 thousand rubles. profit annually
provided the population increases. If the population of Khomutovo does not increase, building a
large extension will bring the hospital a loss of 850 thousand rubles, and a small one - 450 thousand
rubles. Unfortunately, Maria has no information on how the population of Khomutovo will change.

Choose the best alternative based on the Hurwitz criteria (parameter values 0.2; 0.4; 0.6; 0.8),
Wald, Laplace, Savage, Leibniz.
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